QIATA

Take files on the right
path to the desired
destination

Recommended by leading companies
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The standard situation

How a company works
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In Germany, approximately 1 billion e-mails are sent. This makes
it the most common means of communication in the company. Of
course, it can also be used to send files.

Problem with sending files by e-mail:

«  Often lack of security during transmission
+ Sending and receiving larger files

*  Missing traceability over reception

FTP (File Transfer Protocol), which dates back to 1985, is still a popu-
lar tool today for exchanging larger files or folders.

Problem with file exchange via (S)FTP:
* Increased administrative overhead

+  Missing traceability of access

*  Missing ease of use

« No automatic workflows

Cloud services are part of everyday life in the enterprise today. The
services are available at any time and offer companies an easy way to
exchange files.

Problem with file exchange via cloud:

* Intransparent data protection (GDPR)
*  Missing compliance

+ Depending on the provider
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File exchange with Qiata

Share files easily, securely and traceably

Qiata offers the customer the necessary support to deal with DIMO's in a simple, secure and
traceable way. In doing so, Qiata builds on the customer’s existing infrastructure and enables
him and the recipient to exchange files securely. No technical know-how or additional software is
required.

The Qiata scope of functions:

From the user’s perspective
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From a corporate perspective
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5 ways to use Qiata

Whether web browser, mail client, Outlook plugin, Windows
client or directly connected to their system.

As a user you can send large files, share files and invite others to send

;

you files via password protected links. Qiata is a user-friendly solution
and can be used from any web browser.
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If you use a multi-SMTP capable mail client (e.g. Thunderbird), you can
configure Qiata as an outgoing mail server. This means that you can
send a mail with a corresponding attachment automatically via Qiata if
required. You will enjoy all the benefits that Qiata offers.

You have a system from which files / mails are sent automatically, such as
A I CRM, ERP or a similar system? No problem! Qiata offers a versatile XML
API, which makes it possible to connect Qiata with a variety of systems.

For example, the automatic sending of invoices from an ERP is possible.

Qiata offers you an Outlook plug-in with which you can easily send

any files or even complete folder structures encrypted via your e-mail
program. Besides sending files, you can also send invitations with which
your recipient can provide you with files. For this purpose, there are
only 5 additional buttons on the Outlook interface.

The Secure Desktop Client (short: SDC) offers all Qiata users the possi-
bility to send any files or even whole folder structures directly from the
Windows or macOS interface. And all this MADE IN GERMANY.
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SIMPLY BECAUSE, you decide how you want to use Qiata: whether via the web browser,
the free Outlook AddIn or the also free desktop client for Windows and MacOS. You
work regularly in your home office and on the road? PersonalSpace gives you easy
access to your files with a personal storage space. No matter where, no matter when.

SECURE BECAUSE, all files are encrypted without exception and at all times at
Qiata. Not only during the transfer, but also during later filing and archiving. Thanks
to rights management, you are always the deciding authority as to which files may
be viewed by whom, when and from where.

TRACKABLE BECAUSE, all transfer activities (except PersonalSpace) are logged and thus
can be traced at any time. Every data movement is recorded securely and reliably. In the
age of global digitalization, companies’ network structures are increasingly expanding. As

E a result, the administrative challenge of keeping networks traceable at all times despite
their growing dimensions is also growing at the same time. With Qiata, this is easier than
ever.

FLEXIBLE BECAUSE, through the APl interface already existing systems such

as accounting software, ERP solutions and store systems can be connected
smoothly. Problems with transfers of larger files such as videos and images with
high resolution? Not with Qiata! Send even larger-than-average file formats to the
desired recipients. Problem-free, fast and secure.

o

CUSTOMIZABLE BECAUSE, during file transfers, your corporate design is used
throughout and an anonymous cloud design is not visible at any time. Through the
continuous view of your corporate design with your own desired color selection even
within the application (e.g. mail interface, folder view, etc.) an authentic recognition value
of your company is guaranteed.

TEAMABLE BECAUSE, Qiata is not only the ideal solution for internal teamwork
in a company, but also integrates external team members outside the company
digitally, easily and securely into the respective processes. You decide at any
time which team members, whether internal or external, may have access to
which files. At the same time, with Qiata as a uniform solution, you ensure that all
communication and data transfer is implemented in an audit-proof and GDPR-
compliant manner.
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Feature summary

An overview of core features you get with Qiata

B Simple, secure, traceable

B Compliance requirements easy to implement
B  Team-oriented work

B Relief of systems and employees

B Reduction of costs

B GDPR conformity

B Secure sending and receiving of files

B Attractive licensing model

B Map approval processes and workflows

B Integration into current infrastructure

B Easy to use in familiar environment

B Outlook Addin and Desktop Client free of charge

B Not user based licensed
B Create policies
B Map approval processes / workflows

B Brute force prevention

\LA( B AES-256 encryption (Data at Rest encryption)
T m OTP (e.g. via Google / Microsoft Authenticator)
B DOMOS (SECUDOS 0S)

B Password / PIN protection

B AD/ LDAP connect (redundant)

B Open ID Connect

B Connect AzureAD / ADFS

B Single sign-on

B Role-based administration concept
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SECUDOS Partners & Customers

Recommended by leading companies worldwide
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and user stories (German)
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https://www.secudos.de/unsere-kunden
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Contact us

We will be happy to help you with any questions

Manufacturer About SECUDOS
SECUDOS GmbH SECUDQS is an innovative and rapidly expanding provider
Sudfeld 9C of appliance technologies and services with a focus on IT
59174 Kamen security and compliance.
Germany

As a specialist for appliance technologies, its roots go back
Contact to 1996. SECUDOS is thus one of the pioneers in the IT ap-
Phone.: +49 2307 28 50 53 30 pliance environment. As a quality leader, SECUDOS combi-
Fax.: +49 2307 28 50 53 31 nes solutions from selected software vendors with appliance
Mail: sales@secudos.de hardware of the highest quality in its products.

All information contained in these documents is subject to change without notice and should not
be construed as a commitment by SECUDOS. All logos and trademarks used are the property of
their registered owners.
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